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What is a VPS?

VPS stands for Virtfual Private Server. A VPS is a type of server that makes use of
Virtualization technology to split physical server hardware into several ‘virtual® servers
hosted on the same physical infrastructure.

Whereas in the past system administrators were traditionally confined to using one
physical server for one purpose only, virtualization offers the flexibility to host several
servers on one physical server. Each server can have it’'s own purpose and it’s own
distinct operating system.

This dramatically improves the level of flexibility available to system administrators in
terms of the choice of software configuration they can run as well as providing
significant advantages of scalability in terms of processing power, RAM and disk space
and at a lower cost than using traditional dedicated physical hardware.

This document will help the reader to understand the key technologies underpinning
the VPS option and allow them to make an informed purchasing decision.

Types of Hosting

A VPS sits between Shared Hosting and Dedicated Server hosting and offers several
benefits over each.

First let’s look at Shared Hosting and Dedicated Servers.

Shared/Reseller Hosting

Shared web hosting is an entry level hosting service. It offers one operating system (e.g.
Linux) running a particular distro (e.g. Cenfos) and has a standard software
configuration that the majority of clients will use (e.g. cPanel, MySQL, PHP).
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As the name suggests, shared hosting is provided on a shared hosting platform. That
means that all clients share the server’s key resources such as CPU, RAM and Hard Drive
(HDD).

With Reseller Hosting it is the same infrastructure but the client has the possibility to resell
on the space to their clients without having to make a big investment in hardware or
software.

Shared hosting is low cost and offers a standardised, uniform web hosting environment
that will suit most clients. There is little room for customization or running non standard
applications.

If you use a reputable host then you should also be hosted on high spec servers which
have better levels of redundancy built in such as dual power supplies, dual CPUs,
multiple disks in hot swap RAID (Redundant Array of Inexpensive Disks) configuration.

Security and administration is the responsibility of the hosting company.
The main advantages of shared hosting are:

Low cost

Standard level of performance

High Spec equipment and configuration
Standardised configuration

Low level of client administration required
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On the downside, users are limited to the software specification of the hosting
company. They may not be dllowed to run certain applications that require
configurations outside of the standard parameters (i.e. latest version of PHP) or use
some features that are restricted for security purposes (i.e. SSH access).

Shared hosting also means that performance may be affected by ‘noisy neighbours’
who abuse the server’s resources. This can be reduced if your hosting company uses a
resource limiting software.

Finally, with shared hosting it is possible that the IP reputation of the server could be
impacted if the web hosting company does not monitor their servers closely for any



https://www.pickaweb.co.uk/blog/definitive-guide-reseller-hosting/
https://cloudlinux.com/
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malicious traffic or email. Rogue accounts or insecure websites can result in Malware
being uploaded and deployed from the server.

The best way to reduce this possibility is to check that your hosting company monitors
and filters all outgoing mail to identify and prevent spam from being sent to protect the
server’s IP reputation.

Here at Pickaweb we monitor our servers very carefully and thoroughly using tools like
Spam Experts.

So in summary Shared/Reseller hosting is a low cost, entry level service with limitations
on the amount of resources and possible customization.

Dedicated Servers

A Dedicated Server asit’s name suggests is a physical server which is dedicated entirely
to one client. No other websites or applications can be hosted on the server.

This means that the client gets exclusive use of all of the server’s key resources, i.e. CPU,
RAM and HDD. The client can install their choice of operating system (e.g. Linux,
Windows) and the Distro of their choice (e.g. Ubuntu, CentOS).

The advantages of a Dedicated Server are as follows:

High reliability

High performance

High level of security

Better IP reputation (not sharing with other welbsites)
No sharing means no noisy neighbours
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On the downside, Dedicated servers are a more expensive solution. They offer
significantly more more power but if extra resources are required (i.e. CPU, RAM, HDD)
then in the best case this will involve downtime to upgrade the components and inthe
worst case it will require a migration to a new physical server.



https://www.spamexperts.com/
https://www.pickaweb.co.uk/reseller-hosting/
https://www.pickaweb.co.uk/blog/ultimate-guide-dedicated-servers/
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Another consideration is building redundancy into the server. What this means is
minimising the possibility of downtime caused by component failure. In a dedicated
server there are two mechanical components which may cause downtime. These are
the Power Supply Unit (PSU) and the HDD (the exception would be Solid State Drives
(SSDs) - these are electronic components and have a much lower failure rate).

It is possible to mitigate against this by using dual components and in the case of some
RAID configurations (i.e. RAID10) this can involve a minimum of 4 physical hard drives.
This means a) extra up front investment and b) more ongoing costs due to the larger
chassis (typically 2U) required for the extra components.

Finally, Dedicated Servers usually take a couple of hours to provision from an order
being receivedto the server being live and configured with the base operating system.

Common Types of VPS Configuration

SO we can see that at one end of the spectrum there is Shared and Reseller hosting
which are low cost and standardised offerings.

At the other end of the spectrum there are Dedicated Servers which offer much more
power and flexibility.

Before we explain the benefits of a VPS over these options, it’s first worth considering
how VPS are setup.

Single Server VPS

With this type of VPS a single physical server is split intfo several ‘virtual” servers using a
Virtualization software.

The advantage of this approach is that it is low cost to the hosting company as only
one server is required to start offering VPS and only one licence is required. These
savings can be passed on to the client so that the client has a low cost VPS option.
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The downside of this approach is that everything is hosted on one server so there is the
need to build redundancy into the server with dual CPU’s, Dual power supplies and hot
swap hard drives configured in a RAID array. This may push the cost of the service up.

This approach does not offer any High Availability (HA) either as the server represents a
single point of failure. What this means is that should the server experience a
catastrophic issue which brings it down for any period of time then all clients on the
server are affected.

Also this type of configuration is not suitable for live upgrades. For example, if more RAM
is required this will require downtime to power down the server and add the extra RAM.

Multi Server (Cloud) VPS

A Multi Server (Cloud) VPS configuration avoids the single point of failure issues of a
single server VPS by pooling together the resources of several servers. The processing
and data storage capacity of all of the servers in the cloud configuration offers a truly
scalable and resilient infrastructure.

This type of VPS configuration is more complex to set up than the single server VPS
opftion, but it offers both the hosting company and their clients some significant
advantages:

High Availability of data - data is stored on several separate servers

High Upfime - no single point of failure

No downfime upgrades

Live migrations

Different disk types can be offered (e.g. SAS and SSD)

Instant provisioning (minutes to setup a VPS vs hours for Dedicated Server)
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Pickaweb offers the Multi Server (Cloud) VPS configuratfion on both our standard VPS
and (SSD based) Cloud VPS, We do not offer single server VPS options.

What is really important to understand is that the Cloud VPS pools together the
resources of numerous servers and can be scaled to dozens or hundreds of servers.



https://www.pickaweb.co.uk/vps/
https://www.pickaweb.co.uk/ssd-vps/
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This means that data is spread across the cloud and processing power is shared. It is a
very elegant and resilient solution. Because data is stored across several physical
servers, the possibility of downtime or data loss are dramatically reduced. If one server
fails completely the rest of the cloud continues working and the data is safe. Once the
failed server is fixed it is brought back online and back into the server. The client will
never notice any interruption in their service.

VPS vs Dedicated Server

If you feel that you definitely need more power, security and flexibility than shared or
reseller hosting offers then you need to decide which option is best for you: aVPS or a
Dedicated Server.

We have prepared the following table to illustrate the main differences between the
two options.

Characteristic \V/ ) Dedicated Server

Client has control over Client has full control of single
virtualized maochine on physical server with admin
cluster with several other access to all the server

virtual machines resources

cpruis shared withother VPS, ||

but uses dedicated RAM
aond HDD




